


WARREN COUNTY BOARD OF EDUCATION
CONTRACT FOR EDMENTUM LICENSES AND SERVICES

This contract for the purchase of Edmentum License for Exact Path, Courseware, and Study Island, and Professional Development Services for district-wide use (the “Contract”) is made and entered into this 14th day of August 2024, between the Warren County Board of Education (the “School System”), 109 Cousin Lucy’s Lane, Warrenton, NC 27589, and Edmentum, Inc. (the “Provider”), P.O. Box 776725 Chicago, IL. 

For and in consideration of the mutual promises set forth in the Contract the parties do mutually agree as follows:

1. Obligations of Provider.  Provider hereby agrees to provide the software as follows:
1.1. Licenses and access to the following products: Study Island: Core Library, Exact Path: Standards Mastery, Exact Path: Diagnostic and Learning Path Core Library, Exact Path: Edmentum Integration, and Courseware: Comprehensive Library.  The Edmentum Licenses are further identified on the attached Exhibit A. The licenses shall be provided in a timely manner acceptable to the School System in full compliance with the terms and conditions of this Contract. If there are any terms and conditions included in Exhibit A that are inconsistent with the terms contained in this Contract, this Contract shall control. 
1.2. On-site and in-person professional development services to be coordinated with the School System after execution of this contract.
1.3. Records Maintenance. Provider shall maintain written documentation of any service provided, including any required documentation meeting the requirements of applicable federal, state and local laws and regulations. 
1.4. Warranty.  Provider warrants that it has good and marketable title to all of the licenses provided pursuant to this Contract.  Provider further warrants that the licenses shall be free and clear of all liens, claims, encumbrances, or demands of third parties, including any claims by any such third parties of any right, title, or interest in or to the materials arising out of any trade secret, copyright, or patent.  Provider shall indemnify defend, and hold harmless the School System from any and all liability, loss, costs, damage, judgment, or expense (including reasonable attorneys’ fees) resulting from or arising in any way out of any such claims by any third parties and/or which are based upon, or are the result of any breach of the warranties contained in this Section.  In the event of a breach, Provider shall, at no additional cost to the School System, replace or modify the licenses with equivalent materials, obtain for the School System the right to continue using the materials, and in all other respects use its best efforts to remedy the breach. 
2. Obligations of the School System. 
2.1. The School System hereby agrees to compensate Provider for the licenses in a total amount not to exceed $38,762.50 by 10/01/2024.
2.2. In the event of inclement weather, fire, power failure, or other similar occurrence, which may necessitate the cancellation of the delivery of the item(s), and an alternate date cannot be agreed upon, the School System will be under no obligation to compensate Provider for items not delivered.
3. Term. The services described in the Contract will be provided from August 7, 2024 through August 6, 2025 unless sooner terminated as herein provided 
4. Compensation. The School System hereby agrees to compensate Provider in the total amount not to exceed $38,762.50 once all services have been rendered in accordance with the terms of this Contract. Provider shall provide School System with invoice(s) itemized by service provided the number of hours worked and by whom, the date(s) that services were provided, and the amount owed, along with any supporting documentation that may be requested in advance by School System. The School System shall process payments to Provider within forty-five (45) days of submission of such invoice(s). In the event of inclement weather, fire, power failure, or other similar occurrence, which may necessitate the cancellation of the delivery of the service(s), and an alternate date cannot be agreed upon, the School System will be under no obligation to compensate Provider for services not rendered.
5. Termination for Convenience.  The School System may terminate this Contract at any time at its complete discretion upon twenty (20) calendar days’ notice in writing from the School System to Provider prior to the date of termination.  In addition, all finished or unfinished documents and other materials produced by Provider pursuant to this Contract shall, at the request of the School System be turned over to it and become its property.  If the Contract is terminated by the School System in accordance with this section, the School System will pay Provider at the rate set out in Section 2.1 for all good delivered as of the date of termination.
6. Termination for Default.  At any time, the School System may terminate this Contract immediately and without prior notice if provider is unable to meet goals and timetables or if the School System is dissatisfied with the quality of equipment provided. In the event of termination due to a material, uncured breach by Provider, the School System shall be entitled to a pro-rata refund of any amounts previously paid that do not correspond to services actually received as of the date of termination. 
7. Terms and Methods of Payment. Provider shall submit to the School System monthly invoices itemized by service provided, the number of hours worked and by whom, the date(s) that services were provided, and the amount owed, along with any supporting documentation that may be requested in advance by the School System. Such invoices shall be submitted within thirty (30) days of the rendering of services. The School System shall process payments to Provider within forty-five (45) days of submission of such invoices. Invoices should be sent to Marcus Jones at 109 Cousin Lucy’s Lane, Warrenton, NC 27589, for review and approval.
8. Contract Funding.  It is understood and agreed between Provider and the School System that the School System’s payment obligation under this Contract is contingent upon the availability of appropriated funds from which payment for Contract purposes can be made.
9. Insurance.  Provider agrees to maintain Commercial General Liability in amount of $1,000,000 each occurrence with $2,000,000 General Aggregate.  Provider shall maintain $1,000,000 in automobile liability, and other appropriate insurance, as well as Workers Compensation in the required statutory amount for all employees participating in the provision of goods under this Contract.  Provider also agrees to maintain $1,000,000 in professional liability insurance if the Provider is engaged in a professional service pursuant to this Contract.  The Board of Education shall be named by endorsement as an additional insured on the general and automobile liability policies.  Certificates of such insurance shall be furnished by Provider to the School System and shall contain an endorsement to provide the School System at least 10 days’ written notice of any intent to cancel or terminate by either Provider or the insuring company.  Failure to furnish insurance certificates or maintain such insurance shall be a default under this contract and shall be grounds for immediate termination of this Contract.
10. Taxes.  Provider shall pay all federal, state, and FICA taxes for all employees participating in the provision of goods under this Contract.
11. Monitoring and Auditing.  Provider shall cooperate with the School System, or with any other person or agency as directed by the School System, in monitoring, auditing, or investigating activities related to this Contract.  Provider shall permit the School System to evaluate all activities conducted under this contract as dictated by the School System.  Provider shall provide auditors retained by the School System with access to any records and files related to the provision of goods under this Contract.  The School System agrees that its auditors will maintain the confidentiality of any identified and actual trade secrets of Provider accessed during an audit conducted under this Contract.
12. Lunsford Act.  Provider also acknowledges that G.S. § 14-208.18 prohibits anyone required to register as a sex offender under Article 27A of Chapter 14 of the General Statutes from knowingly being on the premises of any school.  Provider shall conduct or arrange to have conducted, at its own expense, sexual offender registry checks on each of its owners, employees, agents and subcontractors (“contractual personnel”) who will engage in any delivery of goods to School System property or at a School System sponsored event, except checks shall not be required for individuals who are solely delivering or picking up equipment, materials, or supplies at: (1) the administrative office or loading dock of a school; (2) non-school sites; (3) schools closed for renovation; or (4) school construction sites. The checks shall include at a minimum checks of the State Sex Offender and Public Protection Registration Program, the State Sexually Violent Predator Registration Program, and the National Sex Offender Registry (“the Registries”).  For Provider’s convenience only, all of the required registry checks may be completed at no cost by accessing the United States Department of Justice Sex Offender Public Website at http://www.nsopw.gov/.  Provider shall provide certification on the Sexual Offender Registry Check Certification Form (Exhibit B) that the registry checks were conducted on each of its contractual personnel providing services or delivering goods under this Contract prior to the commencement of such services or the delivery of such goods.  Provider shall conduct a current initial check of the registries. The sex offender registry checks shall be conducted within 30 days of Provider’s execution of the Contract and prior to delivering any goods on School System property.  In addition, Provider agrees to conduct the registry checks and provide a supplemental certification form before any additional contractual personnel are used to deliver goods or provide services pursuant to this Contract.  Provider further agrees to conduct annual registry checks of all contractual personnel and provide annual certifications at each anniversary date of this Contract.  Provider shall not assign any individual to deliver goods or provide services pursuant to this Contract if said individual appears on any of the listed registries.  Provider agrees that it will maintain all records and documents necessary to demonstrate that it has conducted a thorough check of the registries as to each contractual personnel, and agrees to provide such records and documents to the School System upon request.  Provider specifically acknowledges that the School System retains the right to audit these records to ensure compliance with this section at any time in the School System’s sole discretion.  Failure to comply with the terms of this provision shall be deemed a material breach of the Contract.  If requested by the School System, the Provider shall provide sufficient background information regarding any or all contractual personnel who may deliver goods or perform services under this contract in order to allow the School System to perform a criminal background check on each individual at the School System’s expense.  Provider further agrees that it has an ongoing obligation to provide the School System with the name of any new contractual personnel who may deliver goods or provide services under the Contract.  The School System reserves the right to prohibit any contractual personnel of Provider from delivering goods or providing services under this Contract if the School System determines, in its sole discretion, that such contractual personnel may pose a threat to the safety or well-being of students, school personnel or others, or if such contractual personnel may otherwise pose a risk to the School System’s operations.  Failure to comply with the terms of this provision shall be deemed a material breach of the Contract.
13. Indemnification.  Provider shall indemnify and hold harmless the School System and its agents and employees from and against all claims, actions, demands, costs, damages, losses, and/or expenses of any kind whatsoever proximately resulting from the omission or commission of any act, lawful or unlawful, by Provider or its agents and/or employees, including but not limited to court costs and attorney’s fees, incurred in connection with the defense of said matters. The parties agree that this indemnification clause is an “evidence of indebtedness” for purpose of N. C. Gen. Stat. § 6-21.2. 
14. Relationship of Parties.  Provider shall be an independent contractor of the School System, and nothing herein shall be construed as creating a partnership or joint venture; nor shall any employee of Provider be construed as an employee, agent, or principal of the School System.
15. Compliance with Applicable Laws. Provider shall comply with all applicable laws and regulations in providing goods under this Contract.  In particular, Provider shall not employ any individuals to provide goods to the School System who are not authorized by federal law to work in the United States.  Provider represents and warrants that it is aware of and in compliance with the Immigration Reform and Control Act and North Carolina law (Article 2 of Chapter 64 of the North Carolina General Statutes) requiring use of the E-Verify system for employers who employ twenty-five (25) or more employees and that it is and will remain in compliance with these laws at all times while providing goods pursuant to this Contract.  Provider shall also ensure that any of its subcontractors (of any tier) will remain in compliance with these laws at all times while providing subcontracted goods in connection with this Contract.  Provider is responsible for providing affordable health care coverage to all of its full-time employees providing goods to the School System.  The definitions of “affordable coverage” and “full-time employee” are governed by the Affordable Care Act and accompanying IRS and Treasury Department regulations.
16. Restricted Companies Lists. Provider represents that as of the date of this Contract, Provider is not included on the Final Divestment List created by the North Carolina State Treasurer pursuant to N.C. Gen. Stat. § 147-86.58.   Provider also represents that as of the date of this Contract, Provider is not included on the list of restricted companies determined to be engaged in a boycott of Israel created by the North Carolina State Treasurer pursuant to N.C. Gen. Stat. § 147-86.81.
17. Anti-Nepotism.  Unless disclosed to the School System in writing prior to the Board’s approval and execution of the Contract.  Provider warrants that, to the best of its knowledge and in the exercise of due diligence, none of its corporate officers, directors, or trustees and none of its employees who will directly provide goods under this Contract are immediate family members of any member of the Warren County Board of Education or of any principal or central office staff administrator employed by the School System. For purposes of this provision, “immediate family” means spouse, parent, child, brother, sister, grandparent, or grandchild, and includes step, half, and in-law relationships.  Should Provider become aware of any family relationship covered by this provision or should such a family relationship arise at any time during the term of this Contract, Provider shall immediately disclose the family relationship in writing to the Superintendent of Schools.  Unless disclosed prior to the execution of the Contract or formally waived by the School System at a Board meeting, the existence of a family relationship covered by this Contract is grounds for immediate termination by School System without further financial liability to Provider.
18. Applicable School Board of Education Policies. Provider acknowledges that the Warren County Board of Education has adopted policies governing conduct on School System property and agrees to abide by any and all relevant Board policies while on School System property. The Provider acknowledges that Board’s policies are available on the School System’s website.
19. Assignment.  Provider shall not assign, subcontract, or otherwise transfer any interest in this contract without the prior written approval of the School System.
20. Contract Modifications.  This contract may be amended only by written amendments duly executed by and between the School System and Provider.
21. North Carolina Law. North Carolina law will govern the interpretation and construction of the Contract.
22. Order of Precedence. The Parties do hereby agree that in the event of conflict between the terms and conditions of this Contract and the terms and conditions in an agreement entered into between the parties at the same time as or prior to this Agreement, the terms and conditions of this Agreement shall prevail.
23. Entire Agreement.  This Contract, including the purchase order, if any, used in connection herewith and any other document(s) expressly incorporated by reference as a part of this Contract, constitutes and expresses the entire agreement and understanding between the parties concerning its subject matter.  This Contract supersedes all prior and contemporaneous discussions, promises, representations, agreements and understandings relative to the subject matter of this contract.  To the extent there may be any conflict between the four corners of this Contract and other documents incorporated by reference herein, the terms of this Contract will control.

24. Attached Exhibits:  The following documents, if any, are attached as Exhibits to this Contract and incorporated by reference herein:
Exhibit A: Quote Q-646776 dated 08/06/2024
Exhibit B: Sexual Registry Form
Exhibit C: Data Confidentiality and Security Agreement
25. Severability.  If any provision of this Contract shall be declared invalid or unenforceable, the remainder of the Contract shall continue in full force and effect.
26. Counterparts and Execution.   This Contract may be executed in any number of counterparts, each of which will be deemed an original but all of which together will constitute one and the same instrument.  The Parties agree that computer scanned and/or faxed signatures or copies of this Contract will have the same validity and force as an “original.”
27. Authority to Enter Contract.  The person(s) executing this Contract on behalf of Provider have authority to do so as an official, binding act of Provider.
28. [bookmark: _Hlk144914481]Federally Funded Contracts - Provisions Required By 2 C.F.R. Part 200, Appendix II. The Provider is notified that this contract will be financed with federal funds.  The Provider shall ensure that all subcontracts and other contracts for goods and services for this project have the below provisions of this section their contracts. Provider agrees to comply with the following provisions. Failure to comply with any and all provisions herein may be cause for the School System to issue a cancellation notice to the Provider.  In the event of a conflict between this section and any other provision in this Contract, the parties agree that this section shall prevail. Pursuant to 2 C.F.R. Part 200, Subpart 2, the Parties agree to the following provisions as applicable:
28.1. Remedies For Breach.  The School System reserves all rights and privileges under the applicable laws and regulations with respect to this Contract in the event of breach of contract by either party.
28.2. Termination For Cause And For Convenience By School System. The School System reserves the right to immediately terminate this Contract in the event of a breach or default of the Contract by Provider, in the event Provider fails to: (1) meet schedules, deadlines, and/or delivery dates within the time specified by this Contract; (2) make any payments owed; or (3) otherwise perform in accordance with the Contract.   The School System also reserves the right to terminate the Contract immediately, with written notice to Provider, for convenience, if the School System believes, in its sole discretion that it is in the best interest of the School System to do so.  The Provider will be compensated for work performed and accepted and goods accepted by the School System as of the termination date if the Contract is terminated for convenience of the School System.  The award of this Contract is not exclusive and the School System reserves the right to purchase goods and services from other vendors when it is in the best interest of the School System.
28.3. Equal Employment Opportunity. Except as otherwise provided under 41 CFR Part 60, when funds will be expended by the School System pursuant to this Contract that meet the definition of “federally assisted construction contract” in 41 CFR Part 60-1.3,  Provider certifies it will comply with the equal opportunity clause provided under 41 CFR 60-1.4(b), in accordance with Executive Order 11246, “Equal Employment Opportunity” (30 FR 12319, 12935, 3 CFR Part, 1964-1965 Comp., p. 339), as amended by Executive Order 11375, “Amending Executive Order 11246 Relating to Equal Employment Opportunity,” and implementing regulations at 41 CFR part 60, “Office of Federal Contract Compliance Programs, Equal Employment Opportunity, Department of Labor.”
28.4. Davis-Bacon Act, As Amended (40 U.S.C. 3141-3148).  During the term of this Contract, the Provider certifies it will be in compliance with all applicable Davis-Bacon Act provisions.  In accordance with the statute, Provider shall pay wages to laborers and mechanics at a rate not less than the prevailing wages specified in a wage determination made by the Secretary of Labor. In addition, the Provider shall pay wages not less than once a week, unless employees voluntarily agree to a different schedule. The School System will report all suspected or reported violations to the Federal awarding agency. Provider certifies it will comply with the Copeland “Anti-Kickback” Act (40 U.S.C. 3145), as supplemented by Department of Labor regulations (29 CFR Part 3, “Contractors and Subcontractors on Public Building or Public Work Financed in Whole or in Part by Loans or Grants from the United States”). The Act provides that each vendor or subrecipient must be prohibited from inducing, by any means, any person employed in the construction, completion, or repair of public work, to give up any part of the compensation to which he or she is otherwise entitled. The School System will report all suspected or reported violations to the Federal awarding agency.
28.5. Rights To Inventions Made Under A Contract Or Contract.  If the Federal award meets the definition of “funding agreement” under 37 CFR §401.2 (a) and Provider wishes to enter into a contract with a small business firm or nonprofit organization regarding the substitution of parties, assignment or performance of experimental, developmental, or research work under that “funding agreement,” Provider agrees to comply with the requirements of 37 CFR Part 401, “Rights to Inventions Made by Nonprofit Organizations and Small Business Firms Under Government Grants, Contracts and Cooperative Agreements,” and any implementing regulations issued by the awarding agency.
28.6. Debarment And Suspension. Provider certifies that during the term of an award for all contracts by the School System associated with this Contract, the Provider certifies that neither it nor its principals is presently debarred, suspended, proposed for debarment, declared ineligible, or voluntarily excluded from participation by any federal department or agency.
28.7. Prohibition On Certain Telecommunications And Video Surveillance Services Or Equipment. As detailed in 2 CFR § 200.216, Provider certifies that any equipment, services, or systems provided through this Contract shall not use covered telecommunications equipment or services as a substantial or essential component of a system or as part of any system.  
28.8. Domestic Preference. As detailed in 2 CFR § 200.322, as appropriate and to the extent consistent with law, Provider certifies that, to the greatest extent practicable, the goods, products, or materials furnished through this award will be produced in the United States (including but not limited to iron, aluminum, steel, cement, and other manufactured products).
28.9. Records Retention Requirements.   The Provider certifies that it will comply with the record retention requirements detailed in 2 CFR § 200.334.  The Provider further certifies that Provider will retain all records as required by 2 CFR § 200.334 for a period of three years after grantees or subgrantees submit final expenditure reports or quarterly or annual financial reports, as applicable, and all other pending matters are closed.
28.10. Certification Of Non-Collusion Statement. Provider certifies under penalty of perjury that its response to this procurement solicitation is in all respects bona fide, fair, and made without collusion or fraud with any person, joint venture, partnership, corporation or other business or legal entity.
28.11. Prohibition On Gifts.  Provider certifies that it will comply with the prohibition against giving gifts, gratuities, favors or anything of monetary value to an officer, employee or agent of the School System.  Provider understands and agrees that violation of these standards will result in termination of the Contract and may result in ineligibility for future contract awards.
IN WITNESS WHEREOF, the parties have hereunto set their hands and seals the day and year first indicated above.



WARREN COUNTY						EDMENTUM, INC.
BOARD OF EDUCATION					

_______________________________________			_____________________________________
Board Chair							President                        

ATTEST:							ATTEST:

_____________________________________			_____________________________________
Superintendent							Corporate Secretary 

[Corporate Seal]						[Corporate Seal] 


This instrument has been preaudited in the manner required by the School Budget and Fiscal Control Act.


________________________________________________ 
School System Finance Officer			Date












Exhibit B

Sexual Offender Registry Check Certification Form 

PLEASE SUBMIT THIS FORM TO YOUR SCHOOL SYSTEM’S REPRESENTATIVE

Project Name: ______________________________  Contract: _____________________

Check the appropriate box to indicate the type of check: 
⁯___Initial	⁯	____Supplemental	⁯	____Annual 

I, ________________________ (insert name), ______________________ (insert title) of _________________________________ (insert company name) hereby certify that I have performed all of the required sexual offender registry checks required under this Agreement for all contractual personnel (employees, agents, ownership personnel, or contractors ) who may be used to deliver goods or provide services under this Agreement, including the North Carolina Sex Offender and Public Protection Registration Program, the North Carolina Sexually Violent Predator Registration Program, and the National Sex Offender Registry (Note: all of the required registry checks may be completed at no cost by accessing the United States Department of Justice Sex Offender Public Website at http://www.nsopw.gov/). I further certify that none of the individuals listed below appears on any of the above-named registries and that I will not assign any individual to deliver goods or perform services under this Agreement if said individual appears on any of the sex offender registries.  I agree to maintain all records and documents associated with these registry checks, and that I will provide such records and documents to the school system upon request.  I specifically acknowledge that the school system retains the right to audit these records to ensure compliance with this section at any time in the school system’s sole discretion.  I acknowledge that I am required to perform these checks and provide this certification form before any work is performed under the Agreement (initial check), any time additional contractual personnel may perform work under the Agreement (supplemental check), and at each anniversary date of the Agreement (annual check).

Contractual Personnel Names 			Job Title 

1. ______________________________	________________________________

1. ______________________________	________________________________

1. ______________________________	________________________________

1. ______________________________	________________________________

1. ______________________________	________________________________

1. ______________________________	________________________________


I attest that the forgoing information is true and accurate to the best of my knowledge.

________________________________ (print name)

________________________________ (signature / date)


Exhibit C
[bookmark: _Hlk57030227]Warren County Schools Data Confidentiality and Security Agreement for Online Service Providers
(Student Data)

Edmentum, Inc. (“Provider”) hereby agrees to the terms of this Data Confidentiality and Security Agreement (“Security Agreement”) for the purpose of sharing confidential student information between Warren County Schools  (“Board” or “District”) and Provider in a manner consistent with the Family Educational Rights and Privacy Act (FERPA), 20 U.S.C. 1232g and its implementing regulations at 34 CFR part 99; the Protection of Pupil Rights Amendment (PPRA), 20 U.S.C. 1232h and its implementing regulations at 34 CFR part 98; the Children’s Online Privacy Protection Act (COPPA), 15 U.S.C. 6501-6506 and its implementing regulations at 16 CFR part 312; N.C. Gen. Stat. §§ 115C-401.1, 115C-401.2, and 115C-402; Board Policies 4700 and 4705/7825 and their accompanying regulations and procedures; and other applicable laws and policies.   
1. Purpose. Warren County Schools is a local education agency that maintains student educational records under the Family Educational Rights and Privacy Act (FERPA), 20 U.S.C. §1232g, and its implementing regulations at 34 CFR part 99; N.C. Gen. Stat. §§ 115C-401.1, 115C-401.2, and 115C-402; Board Policies 4700 and 4705/7825; and other applicable law. Provider is requesting access to certain student data maintained by the District for the purpose of providing online educational services and/or instructional technology products to the District, as described herein. The purpose of this Security Agreement is to set forth the terms and conditions upon which Provider may be granted access to such student data in order to ensure that the student data is used and stored appropriately and in compliance with all applicable federal, state, and local laws, regulations, and policies.

1. Student Records and Information. Provider acknowledges that any data shared and released to Provider by the District (the “Shared Data”) is for the sole purpose of providing educational services to enhance, supplement, and improve instruction for students within the District. The Shared Data is defined as any data or information shared with Provider pursuant to this Agreement, including but not limited to any de-identified data, aggregated data sets, personally identifiable information (PII) about students, and other student information, including, but not limited to, student data, metadata, and user content. The Shared Data will be used by Provider for the sole purpose of populating student data into instructional systems subscribed to by the District, and for improving services under this Agreement. The parties agree that the Shared Data and all rights to the Shared Data, including all intellectual property rights, shall remain the exclusive property of the District, and that Provider has a limited, nonexclusive, license solely for the purpose of performing its obligations as outlined in this Agreement. 

1. Compliance with Applicable Laws, Policies, and Procedures. To become or remain a recipient of the Shared Data, Provider agrees to comply with the provisions of FERPA, PPRA, COPPA, N.C. Gen. Stat. § 115C-401.2, and all other applicable laws and regulations in all respects.  For purposes of this Security Agreement, FERPA includes 20 U.S.C. 1232g, Chapter 99 of Title 34 of the Code of Federal Regulations, and any Warren County Board of Education policies and procedures implementing these federal laws. PPRA includes 20 U.S.C 1232h, Chapter 98 of Title 34 of the Code of Federal Regulations, and any state law and Warren County Board of Education policies implementing these federal laws. COPPA includes 5 U.S.C. 6501-6505, Chapter 312 of Title 16 of the Code of Federal Regulations, and any state law and Warren County Board of Education policies implementing these federal laws.  Nothing in this Security Agreement may be construed to allow Provider to maintain, use, or disclose any Shared Data in a manner inconsistent with any applicable law, regulation, or policy.   

1. Authorized Use of Shared Data. All services provided by Provider shall at all times be limited to institutional functions of the District that could otherwise be provided by a school official and which the District is “outsourcing” to Provider pursuant to 34 CFR 99.31(a)(1)(B). Provider agrees to use the Shared Data for no other purpose other than those identified in Paragraph 2 of this Agreement.  Provider understands that the Security Agreement does not convey ownership of Shared Data to Provider. Provider specifically acknowledges that Provider’s marketing activities are not an authorized use of the Shared Data. 

1. Procedures for the Maintenance and Security of Shared Data. While in the possession, custody, or control of Provider, all Shared Data shall be stored in a secure environment with access limited to the least number of staff needed to complete the work requested by the District.  Provider shall develop, implement, maintain, and use appropriate administrative, technical, and physical security measures to preserve the confidentiality, integrity, and availability of all electronically maintained or transmitted data received from, or on behalf of, the District. Such measures shall include processes for transmission and storage of such data.   
4. Provider agrees that it will protect the Shared Data against loss, destruction, and unauthorized uses or disclosures according to industry best practices and no less rigorously than it protects its own confidential information. Specifically, Provider agrees that all student records and PII obtained in the course of providing services to the District shall be subject to the confidentiality and disclosure provisions of applicable federal and state statutes and regulations, and Warren County Schools, including but not limited to the laws and policies described in Paragraph 3 of this Security Agreement.    

4. For the purposes of ensuring Provider ’s compliance with this Security Agreement and all applicable state and federal laws, Provider shall designate one or more individuals as the primary data custodian(s) of the data that the District shares with Provider and shall notify the District of the name(s) and title(s) of such individual(s) prior to any data being shared. The District will release all data and information for this project to the named primary data custodian(s). The primary data custodian(s) shall ensure that the project shall be conducted in a manner that does not permit personal identification of the District students by anyone other than representatives of Provider who need such information for the purposes described in Paragraphs 1 and 2 of this Security Agreement.  The primary data custodian(s) shall also be responsible for maintaining a log of all data received pursuant to this Security Agreement and ensuring the timely destruction or return of the Shared Data as required by this Security Agreement.  

4. Provider shall use industry best practices to protect the District data from unauthorized physical and electronic access no less rigorously than it protects its own confidential information. All District data shall be kept in a secure location preventing access by unauthorized individuals. Provider shall not forward to any person or entity other than the District any student record or PII, including, but not limited to, the student’s identity, without the advance written consent of the District.  Provider agrees to handle any and all Shared Data using appropriate access control and security, including password-protection and encryption in transport and electronic storage, and periodic auditing of data at rest. Data subject to FERPA shall not be emailed in plain text or used for marketing campaigns. Provider will conduct periodic risk assessments and remediate any identified security vulnerabilities in a timely manner. 

4. Provider will maintain an access log delineating the date, time, and identity of any person or entity given access to any Shared Data student records who is not in the direct employ of Provider.  No such access shall be granted except in strict compliance with the terms and conditions of this Agreement and applicable law.

1. Prohibition on Unauthorized Use or Disclosure of Shared Data.  

5. Provider agrees to hold all Shared Data in strict confidence.  Provider shall not use or disclose such data received from or on behalf of the District except as authorized in writing by the District or as required by law. Provider agrees not disclose any data obtained from the District in a manner that could identify any individual student to any other entity, attempt to infer or deduce the identity of any individual student based on data provided by the District, or claim to have identified or deduced the identity of any student based on data provided by the District.  

5. Provider is prohibited from mining Shared Data for any purposes other than those agreed to in advance writing by the District. Data mining or scanning of user content for the purpose of advertising and/or marketing to students or their parents is strictly prohibited. 

5. In no event will Provider use any of the Shared Data for its own commercial marketing or advertising purposes, or for the commercial marketing or advertising purposes of any third-party. Provider will not use any Shared Data to advertise or market to the District students or their parents. 

5. In the event of any unauthorized use or disclosure, Provider shall report the incident to the District no less than one (1) business day after Provider learns of such use or disclosure. Such report shall identify:

3. The nature of the unauthorized use or disclosure, 
3. The data used or disclosed,
3. Who made the unauthorized use or received the unauthorized disclosure, 
3. What Provider has done or shall do to mitigate the effects of the unauthorized use or disclosure, 
3. What corrective action Provider has taken or shall take to prevent future similar unauthorized use or disclosure, and
3. All PCS students, parents or employees directly impacted by the breach or disclosure.
Provider shall also provide such other information related to the unauthorized use or disclosure that may be reasonably requested by the District.
5. Provider may use de-identified, aggregated Shared Data for product development and research purposes only as specifically authorized and consented to in advance in writing by the District.  Any such de-identified data will have all direct and indirect personal identifiers removed, including, but not limited to, name, ID numbers, date of birth, demographic information, location information, and school ID. Provider agrees not to attempt to re-identify any de-identified data and not to transfer de-identified data to any other party without the District express written consent. 

5. Provider will not release any research or publications pertaining to the District’s data without the District’s advance written consent. 

1. Employees, Contractors, and Agents. Provider may share any of the Shared Data with any of its subcontractors only for purposes of providing the services under the Agreement or with the advance written permission of the District.  Any such request from Provider shall be in writing and shall identity the person(s) or entit(ies) to whom disclosures will be made and the purposes of the disclosures.  For any authorized disclosure of Shared Data to a subcontractor, Provider shall ensure that each approved subcontractor is contractually bound to adhere to all of the terms of this Security Agreement with respect to its possession and use of any Shared Data and is aware of its obligations under applicable law with regard to the possession, use and re-disclosure of any PII.  Upon written request of PCS, Provider shall submit the written agreement between it and its subcontractor(s) governing the use, maintenance, and disclosure of Shared Data for review and approval by the District.  Nothing in this paragraph shall relieve Provider of any its obligations under this Agreement, including its responsibilities to ensure the confidentiality and security of any Shared Data provided by the District pursuant to this Agreement.
1. Monitoring and Auditing. Any Shared Data held by Provider will be made available to the District for review and inspection upon request of the District.  Provider shall cooperate with the District or with any other person or agency as directed by the District, in monitoring, auditing, or investigating activities related to Provider’s use and safeguarding of the Shared Data, including but not limited to allowing inspection of the data logs described in Paragraph 5.b and 5.d of this Agreement, so long as such requests for monitoring, auditing, or investigation are provided in writing and so long as such monitoring, auditing or investigation are conducted during normal business hours.  The District and its auditors will maintain the confidentiality of any trade secrets of Provider that may be accessed during an audit conducted under this Security Agreement. 
1. Term; Post-Termination. This Security Agreement takes effect upon the date of full execution and continues in full force and effect for so long as Provider has possession, custody, or control of any of the Shared Data. Upon the termination of the subscription to the instructional system provided by Provider and/or any other contract, purchase order, agreement or terms of service between the District and Provider, and upon written notice to Provider, all Shared Data shall be destroyed.  No other entity, including any subcontractors of Provider, shall be authorized to continue possessing or using any Shared Data.  Any data remaining on any computers, servers, or other technological devices of Provider or its employees, agents, or subcontractors, shall be permanently deleted.  Provider shall complete such destruction as promptly as possible, but not less than thirty (30) days after the effective date of the conclusion of this Agreement. Within such thirty (30) day period, Provider shall certify in writing to Warren County Schools that such destruction has been completed.  This section shall survive the expiration or earlier termination of this Agreement.

1.  Breach and Default; Indemnification; Remedies. 

9. In the event of a material data or security breach, or, if the District determines, in its sole discretion, that student information has been mishandled or disclosed in a manner inconsistent with this Security Agreement, the District may demand the immediate return or destruction of any and all of the Shared Data. 

9. Provider shall fully indemnify and hold harmless the Warren County Board of Education and its past, current and future members, agents, and employees from and against all claims, actions, demands, costs, damages, losses, and/or expenses of any kind whatsoever proximately resulting from any material data breach of this Security Agreement or any unauthorized use or disclosure of the Shared Data by Provider or it’s subcontractor(s). The parties agree that this indemnification clause is an “evidence of indebtedness” for purpose of N. C. Gen. Stat. § 6-21.2. This section shall survive the expiration or earlier termination of this Security Agreement.

9. Nothing in this Agreement shall restrict the District from seeking any other rights or remedies to which it may be entitled at law or equity.
1. No Right or Entitlement to Student Data. This Security Agreement sets out the terms and conditions, under which the District may, in its sole discretion, provide Shared Data to Provider. Nothing in this Security Agreement creates any right, title, or interest in Provider to receive any such information. 
1. Miscellaneous. 
11. Governing Law. This Security Agreement and the rights and obligations of the parties hereto shall be governed by and construed and enforced in accordance with the laws of the State of North Carolina. 
11. Relationship of Parties. The parties shall be independent contractors, and nothing herein shall be construed as creating a partnership or joint venture; nor shall any employee of either party be construed as employees, agents, or principals of any other party hereto.
11. No Third Party Beneficiaries.  Nothing in this Security Agreement shall confer upon any person other than the parties any rights, remedies, obligations, or liabilities whatsoever.
11. Counterparts.  This Security Agreement may be executed in one or more counterparts, each of which shall be deemed an original, but all of which together shall constitute one and the same instrument.
11. Headings.  The headings and other captions in this Security Agreement are for convenience and reference only and shall not be used in interpreting, construing or enforcing any of the provisions of this Security Agreement.
11. Execution.  This Agreement may be executed in one or more counterparts, each of which shall be deemed an original, but all of which together shall constitute one and the same instrument.
11. Assignment of Rights. Neither this Security Agreement, nor any rights, duties, nor obligations described herein shall be assigned by Provider without the prior express written consent of the District.
11. Severability.  If any provision of this Agreement shall be declared invalid or unenforceable, the remainder of the Agreement shall continue in full force and effect.
11. Authority to Enter Agreement.  The person(s) executing this Agreement on behalf of Recipient has authority to do so as an official, binding act of Recipient.
11. Entire Agreement; Amendment. This Agreement contains the entire agreement between the parties and supersedes any previous agreements and proposals, oral or written, related to the subject matter hereof.  Any modification or amendments to this Agreement shall be effective only if made in writing and signed by both parties.  
11. Conflicts. In the event of any conflict between this Security Agreement and any existing or future contract, purchase order, agreement or terms of service between the District and Provider, the terms and conditions of this Security Agreement shall control. 





